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Abstract

The research described in this article demonstrates that a digital analysis method
called Benford’s Law can be applied to first-party automobile insurance claim
data to detect number irregularities, which can be used in uncovering fraudulent
automobile claim activity. This work is important because it provides a unique
method of automating the automobile claim fraud detection process at Utica
National Insurance Group (UNIG). Striving for new and different ways to
automate this process sets the stage for more efficient and effective fraud
detection both reactively and proactively.

The study shows that Benford’s Law can detect number irregularities within first-
party automobile physical damage claim payments. With further research and
development, Benford’s Law has the potential to become a widely used and
respected tool to detect insurance claim fraud. However, additional work must be
completed before it will be effective enough to deploy industry wide. Several
valuable lessons were learned, and common obstacles recognized, in the
process of this research. The project should serve as a “road map” for future
research in the field of digital analysis, and more specifically, Benford’'s Law.

Introduction

One of the main objectives for the Internal Audit Department (IAD) at Utica
National Insurance Group (UNIG) is to detect fraudulent activity within any
function of the company. During 2003, the IAD was involved in an investigation of
automobile salvage fraud. The investigation consisted of manually reviewing
upwards of one hundred claim files in an attempt to gather concrete evidence
that would prove the suspected fraudulent claim activity. As the investigation
continued, it became more complicated. From the onset of the initial salvage
fraud investigation, the IAD realized that a more efficient way to identify
fraudulent claim activity would improve its success in detecting fraud. Based on
this, the IAD began to brainstorm for ideas on how to make the fraud detection
role more efficient and effective. The investigation had literally “snowballed,”
necessitating company-wide audits of automobile material damage and salvage
claim handling processes to assess and control weaknesses identified during the
salvage investigation. After approximately a year of investigation on the
suspected salvage fraud claims, along with attempting to conduct company-wide
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automobile material damage and salvage claim audits, the IAD decided to use
Benford’s law to review property and casualty claim data.

The IAD was faced with the difficulty of auditing the property and casualty claim
departments for fraudulent activity committed by employees. Internal fraud,
especially automobile physical damage claim fraud, can be extremely difficult to
identify on a proactive basis, because of the training and expertise required to
recognize potential fraud. Also, those who possess training and expertise in
material damage, i.e. body shops or appraisers, know how to hide the fraud, or
argue for the additional payments that make up the fraud. Depending on the
experience level of persons involved in the fraud, it can become so complicated
that only a blatant mistake, a tipster with proof, or excessive greed on the part of
the perpetrator will expose the fraud.

The purpose of the research described in this article was to provide a unique way
to automate the internal fraud detection and improve the claim file sample
selection process, reviewing only files that displayed anomalies, a more targeted
approach. It was hoped that doing so would allow the IAD to become more
efficient and effective in detecting internal fraud, specifically first party automobile
property and casualty insurance claim fraud. By analyzing data using Benford’s
Law, the IAD can become more efficient in both their reactive and proactive
approaches to fraud detection.

Benford’s Law

Benford’s Law is used to determine the normal level of number duplication in
data sets, which in turn makes it possible to identify abnormal digit and number
occurrences. Such an occurrence may indicate an error or fraudulent activity.
Benford’s Law states that the digits 1 through 9, because 0 can never be a
leading number, occur by certain percentages in most data sets of numbers.
These data sets can be as random as stock prices from the New York Stock
Exchange, every number mentioned on the front page of the New York Times, or
a report showing automobile physical damage payments for a certain time frame.

The general principle is that the number 1 most often occurs as the leading
number within data sets. The leading digits decrease in frequency from 1 to 9,
with the number 1 being the most frequent number and the number 9 being the
least. If the general rule of Benford’'s Law, analysis on strictly the first leading
digit in the data, does not apply because of real-life consideration, then the law
can be manipulated by applying additional tests in order to analyze data.
Advanced analysis using Benford’s Law basically expands the analysis past the
first digit and can implement combinations of digits, such as the first 2-digits, last
2-digits, etc. Computer applications are used for data analysis, bridging the gap
between the general rule of Benford’'s Law and the more advanced uses of the
law needed for a detailed analysis. To complete the more detailed reviews
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necessary for auditing the property and casualty sector of an insurance
company, the Benford’s Law tests need to be expanded beyond the first digit test
to review different digit combinations, looking for number irregularities.

The fact is human choices are not random in nature; they are deliberately
chosen. Therefore, invented numbers, such as those created by a fraudster, are
unlikely to follow Benford’s Law in its general sense. Fraudulent insurance claim
data would technically not be random in nature; the fraudster intentionally
changes it. Having said that, more often than not, a detailed analysis using
Benford’s Law will need to be conducted to obtain the highest probability of
detecting fraud within property and casualty insurance claim data.

Also, simple non-conformity to Benford's Law may be enough of an indicator that
something just is not right. For example, if the data runs completely opposite of
Benford’s Law, and 7s, 8s, and 9s are the most frequent first digits, this anomaly
may warrant further investigation. (AICPA, 1999)

The Problem

The Internal Audit Department at Utica National Insurance Group was looking for
a unique and effective way to conduct its claim file audits and investigations of
fraudulent claims regarding the property and casualty lines of business.
Traditionally, the audit or investigation is conducted “reactively” based on a
concern brought forth by an employee or management. A scheduled audit would
be considered a proactive approach taken by the IAD to detect internal
automobile insurance claim fraud.

The implementation of Benford’'s Law, via ACL software, provided the initial step
in adding a new approach to the fraud detection role when reviewing property
and casualty claim files from both a reactive and a proactive standpoint. ACL
software is a data analysis software package. It does not allow the editing of data
once it is in the database, but it does allow the manipulation of data in order to
detect illogical relationships that are occurring. If such a relationship is detected,
an auditor or investigator can conduct a more focused, efficient, and effective
investigation into that relationship.

This research project shows that Benford’s Law can be applied to property and
casualty insurance claim data in order to identify number irregularities. Ultimately,
looking beyond this research, the hope is to expand the use of Benford’'s Law to
detect fraudulent activity in other departments, as well.
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Theoretical Framework for the Study

In order to understand the framework on which this research was based, it is
necessary to explain how ACL assisted in proving the theory that Benford’s Law
can be applied to property and casualty insurance claim data to identify number
irregularities. A description follows regarding the rules for obtaining a Benford’s
set of numbers, along with the tests to show conformity or non-conformity to the
law. An explanation of the ACL results is provided post-analysis.

A data set should conform to four basic rules in order to apply Benford’s Law.
First, the data set should describe similar phenomena, meaning they should all
be dollar values, or lengths, or counts. Second, the data should have no fixed
minimum or maximum. Third, the data should not consist of assigned numbers;
they need to be random in nature. And last, the data set should include more
small items than bigger ones. (Using ACL to Apply Benford’'s Law, 2001) This
last criterion reflects the fact that in randomly occurring data there are, for
example, more towns than cities, more small companies than giant Intels or
General Electrics, and more small lakes than big lakes. (Nigrini, 2000)

Research has shown that the numbers in data sets should have four or more
digits for a good fit with Benford’s Law. However, if this requirement is violated
the whole ship does not sink. When the numbers have fewer than four digits,
there is a slightly larger bias in favor of the lower digits. Unless users are working
with nothing but single- or double-digit numbers, the bias is not severe enough to
merit an adjustment to the expected digit frequencies. (Nigrini, 2000)

In creating a Benford Set, which is a data set that will conform to Benford’s Law,
a data set must be large for a close fit to the Benford’s distribution. For instance,
the expected proportion for the first digit to be a “9” is .0457574906, rounded to
10 decimal places. If the data set has only 100 observations there can be only
from 0 to 100 occurrences of a specified first digit. This will end up being an
integer percentage (e.g. 5 percent or 30 percent). None of the expected
percentages in Benford’s Law are integer values. A small sample cannot hit the
Benford percentages on the nail, and can cause deviations in Benford’'s Law. As
a data set increases in size, it becomes more feasible to get the expected digit
frequencies of Benford’s Law. (Nigrini, 2000)

Once a Benford Set is obtained, there are five major digital tests that are used to
determine whether data sets actually conform. The tests determine the relative
frequency of (1) first digits, (2) second digits, (3) first two digits, (4) first three
digits, and (5) last two digits.

The first major digital analysis is the first-digits test. It can be compared to the
view of the countryside from an airplane window. It is a high-level test, and you
will not spot anything unless it is very blatant. Auditors should not use this test to
select audit targets.
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The second-digit test, which tests just the second digit, is the second high-level
test of reasonableness. The second- digit tests are also not used to select audit
targets. Any set of audit targets selected from the second-digit test would be a
relatively large sample and the test is, therefore, quite inefficient as an audit
sampling mechanism.

The First-Two-Digit (F2D) Test is more focused than the previous test. It was
originally designed to select audit targets. The first two digits of a number are the
leftmost two digits, excluding zeros. The test is performed to find anomalies in
the data that are not readily apparent from either the first or second digits when
viewed on their own. For data under 10,000 observations, the test can generate
audit target samples that are cost-effective by providing manageable data sets.
This can save on manpower hours and network time used to produce the results
of the analysis. With larger data sets the number of targets becomes too great,
and, therefore, not cost-effective.

The first three digits of a number are the leftmost three digits excluding zeros.
The First-Three-Digit (F3D) Test is a highly focused test that gives the auditor
relatively small samples. Whereas the F2D test tends to pick up broad categories
of abnormality, the F3D test, with its greater precision, tends to pick up abnormal
duplications.

The fifth test is the Last-Two-Digit (L2D) Test. The objective of the L2D Test is to
find invented numbers and rounded numbers. This test may give a small enough
sample to select an audit target effectively, if the data sets are under 10,000
observations. (Nigrini, 2000)

ACL version 7.2.1 does not have the capability to perform all of these tests, but it
can provide an analysis using 1-6 leading digits. In each case the actual results
are compared to the expected value in relation to a specific data set. This is
called a “My Law” analysis of data because the auditor is applying the Benford’s
Law number duplication test, but looking for an abnormal reoccurrence of
numbers that are specific to the data set. “My Law” analyses are considered
more detailed than the traditional first digit Benford Law analyses. A thorough
analysis will often begin with 1 digit, to assess the overall fit of the data to
Benford, then move to 2 or even 3 digit combinations in order to select specific
targets for further review.

The Benford’'s Law feature of ACL also lets the user apply bounds to a data set.
Bounds are calculated based on the total number of records in the data set and
the number of digit combinations to be analyzed. The space between the upper
and lower bound for a specific digit shows the actual proportions corresponding
to a Z-statistic of less than 1.96. A Z-statistic of 1.96 is the baseline indicating no
significance of abnormality in the number. The upper and lower bounds are
placed so that, on average, no more than one of the resulting data would lie
outside of them purely by chance. If several data exceed the bounds, this
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suggests a non-random variation that should be investigated. (Using ACL to
Apply Benford’s Law, 2001)

After each Benford’s command is executed, ACL shows the user the actual and
expected value, a Z-statistic (Z-stat), and upper and lower bounds. ACL will also
warn the user if the population is possibly too small for the test they are
performing, stating the warning textually in the command log window. The Z-stat
measures how far a particular result is from the expected value. It is expressed in
standard deviation, so that a Z-stat of 0.500 represents one-half of a standard
deviation, which is a very common result and therefore not significant. (Using
ACL to Apply Benford’'s Law, 2001)

When the Z-stat exceeds 1.96 it means that the difference between the actual
proportion and the expected proportion is significant at the 0.05 level. There is
only a 5 percent (1/20) probability that the difference is due to chance alone.
However, such differences are actually a common occurrence in digital analysis.
Bear in mind that the Z-stat for each digit is calculated separately, and there are
nine first digits. If each digit has a 1-in-20 chance of having a Z-stat of 1.96 or
greater, then the chance that at least one of the nine will do so is about 37
percent. In performing a dozen first-digit analyses, encountering “significant”
deviations in four or five cases is expected. Such deviations would typically be
purely random, with no practical audit significance. (Nigrini, 2000)

The important thing to recognize and understand when using the Z-stat is what
kind of number should indicate the need for further investigation. The significance
of the Z-stat is dependent on the size of the sample and how many times a
possible high Z-stat shows up within that sample. For the purpose of this article,
it is not necessary to fully comprehend the mathematics behind the Z-stat or
standard deviation, but it is important to understand their importance in the
analysis process.

Hypothesis and Expectations

The use of the Benford’'s command in ACL will prove that property and casualty
insurance claim data will conform to Benford’s Law. The detection of number
irregularities within the claim data after applying Benford’s Law will provide the
proof of this hypothesis. The reason for this expectation is the data from the lines
of business to which Benford’'s Law will be applied meet all of the requirements
needed for conformity. The insurance claim data (explained in detail in the
Results section) will be of similar phenomenon, there is no fixed minimum and
virtually no fixed maximum (except for policy limits, which are rarely reached), the
numbers are random, not assigned, and there will be more small numbers versus
large numbers.
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The expectation for Benford’'s Law beyond this project is that it will prove useful
as a fraud detection tool across most lines of business within the insurance
industry. It will also provide the auditor or investigator with a unique and powerful
approach to fraud detection.

Methodology

This research study has expanded the use of Benford’s Law in the insurance
industry by applying it to first party automobile physical damage claim payments.
First party automobile physical damage claim payments were reviewed for a
particular office to determine if the payments being made during a pre-
determined time frame conformed to Benford’'s Law. The supposition was that
irregularities might lead to a number of scenarios, or situations. Some scenarios
may include inexperienced adjusters overpaying claims or experienced adjusters
making inflated claim payments for kickbacks.

In order to complete the project, the review was restricted to first-party
automobile insurance claim payments for one of UNIG’s Regional Offices (RO).
The time period was from April 1, 2002 through April 30, 2003.

One of the obstacles of the study was that the version of ACL utilized by UNIG
only has the capability to conduct digital analysis on the first six digits of a
number. The version employed does not have the capability to perform some of
the more complex analyses that were mentioned previously. The more complex
analysis may have provided a more complete and accurate determination of the
applicability of Benford’s Law to first party automobile insurance claim data. In
addition, the data used for analysis had to be properly “cleaned” so it would not
negatively affect the results. The “cleaning” ensured that all of the data was from
first-party claims only, that all records were at the correct dollar threshold, and
that the company standard deductible was added back into the payment in order
to get an accurate analysis.

Procedures

Several preliminary steps needed to be complete in order to conduct the
research. First, the author had to increase his knowledge of the ACL software
used to conduct the research. The author had not used ACL prior to conducting
this research. Having said that, not only were the skills to use ACL for general
data analysis needed, but the ability to learn and understand the Benford’'s Law
commands available within the software was essential.

Second, the type of data needed for the Benford’s analysis had to be decided

upon. There has not been much work done using Benford’s Law on property and
casualty insurance claim data, so there were no limits regarding the uniqueness
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of the project. On the other hand, the author needed to be careful not to take on
an impossible task given the time frame for the completion of the project.

Third, once the population was selected, the help of a co-worker was solicited to
run the reports needed to obtain the data for the analysis. The size of the data
set obtained was also a key factor in the population selection. The data set had
to be large enough to get an accurate assessment of the applicability of
Benford’s Law to the data chosen. The desired data set had to consist of greater
than one thousand records, but less than ten thousand records for optimal
conformity to Benford’s Law.

Fourth, the successful exportation of records from the database reports into ACL
was verified to ensure that all records were present. After the importation of data
into ACL, there was some preliminary analysis needed to filter out the unwanted
records, keeping only the records desired for the Benford’s analysis. The filtering
was based on the line of business, issue date of the transaction, and type of
payment made.

Lastly, the Benford’s Law analysis was performed on the selected data to prove
that it can be applied to property and casualty insurance claim data. It took two
different types of analysis to complete this step. It was necessary to extend the
Benford’s analysis past the first digit, to the second digit, in order to obtain the
most accurate analysis that could be clearly explained to the reader, and that
ACL version 7.2.1 could provide.

Research Population or Sample

Claim payments from the Regional Office during the date range of April 1, 2002
through April 30, 2003 were reviewed for the purpose of this project. The
parameter for the review was all payments made on first party (insured)
automobile claims for physical damage to the vehicles. The company standard
deductible of $200.00 had to be added back into the indemnity paid to date figure
to eliminate records that previously would have fallen below the established
minimum dollar amount. Including exceptionally low payment amounts for this
particular review would negatively affect the results of the digital analysis. This
study focused on finding irregularities in automobile physical damage claim
payments amounts, which should not include very low payment amounts. Low
dollar amounts would not be excluded in every Benford’s analysis. A high volume
of low payments may uncover a potential problem in the processing of
transactions. An example would be discovering a vendor that is issued multiple
payments per month. It may be financially beneficial to put the vendor on a bulk-
payment schedule, or a monthly payment schedule, to avoid the costs of
processing multiple payments to them.
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Instrumentation

The instrumentation employed to provide verification of the results of this
research is in the form of “screen prints.” Step-by-step views were captured
while conducting the digital analysis using ACL software. The three ACL windows
captured by screen-printing are the default view, the command log, and graphs
that are created by ACL.

The default view within ACL provides a visual of the actual data that is used for
the analysis. The data was displayed pre-analysis and post-analysis for each
action taken while using ACL. This included the actual Benford’s tests, as well as
any preliminary commands needed to prepare the data for review.

The command log feature of ACL serves several functions. The command log
explains what has been done, and the results of every action taken by the user in
a text format. The command log functions as an audit trail so the auditor or
investigator can verify the results of his or her data analysis for validation
purposes during an investigation. It can also be useful as a set of instructions to
save the auditor or investigator time on a subsequent analysis if the analyses are
similar. For the purpose of this project, the command log provided the
explanation behind the results.

The last screen prints included are views of the graphed results of the Benford’s
analysis. From the command log within ACL, some of the results can be
graphed. In the command log window the user will see a text line stating that the
data from a particular analysis is graphable. The user simply double clicks on the
text stating this fact, and ACL provides a graph based on the results of the
analysis. Providing screen prints of the ACL created graphs will also aid in the
understanding of the analysis.

Data

The data came from reports created using Utica National's claim transaction
database. This database provides information on all disbursements (payments)
regarding any claim file. It shows both the indemnity and expense payments
related to a claim, depending on what the user is looking for. The IAD usually
creates these reports based on broad criteria, and this allows the actual user to
filter down the large file into a more manageable one, depending on the scope
and intent of their project or assignment. The information needed to complete this
project was obtained from routine reports that the IAD can access. The
information in these reports has been cleared for use in this project because it
contains no personal information regarding insureds, claimants, agents or
vendors.
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Results

When using digital analysis as a tool to analyze data there are typically several
steps the user must complete to prepare the data for the actual analysis. The
user must first familiarize himself with the data and then validate it. In some
cases the user will obtain a more comprehensive report than is needed, and will
be responsible for filtering out only the records useful for the unique analysis, in
this case, a Benford's Law analysis. Therefore, there must be an understanding
of the original data obtained, and a vision to be able to filter, or “drill down,” to
extract only what is needed. Validation can usually be accomplished by visually
scanning the data set, or records, to ensure the data obtained is consistent with
what is anticipated or expected.

Given the importance of the pre-Benford analysis to prepare the data, an
explanation of some of the most common commands executed, and screen
prints of these ACL commands, are included here to give the reader a visual and
textual understanding of how the data was prepared for the actual Benford’s
analysis. There are three main windows within ACL that do most of the work.
These include the overview window, the default view window and command log
window. For the purpose of this project the default view window and the
command log window are used to explain the work performed. The default view
window shows the data arranged in columns and rows, similar to a spreadsheet.
( Figure 1) The command log window keeps a textual record of the activities
performed in ACL. ( Figure 1a) (Using ACL to Apply Benford’s Law, 2001)

The original data consisted of first-party automobile physical damage claim
payments from UNIG’s RO; it included all payments for the years 2001 and 2002,
and through April 30, 2003. First- party, or payment to the insured, automobile
physical damage payments consist of collision (1641) and comprehensive (1631)
payments. Both expense and indemnity payments were included in the original
data set. The result of this report was 13,596 records (Figure 1). This data set
had to be filtered for two reasons. First, it contained records, such as expense
payments, that were not appropriate for the Benford’s Law analysis. Second, the
data set was too large (13,596 records) for the Benford analysis envisioned for
this project.
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Figure 1. Original data set with all records
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Figure 1a. Command log view after opening the file
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In an effort to become more familiar with the data, two additional ACL commands
were performed: the statistics command and the stratify command. Both provide
useful information to conduct informal “reasonableness” tests on the data prior to
the actual analysis. The information provided allows the user to make an
educated decision concerning whether the results of these commands make
sense given what the user knows about the data. The statistics command shows
the five highest scores, the five lowest scores, and the average score. (Figure 2)
The stratify command gives the user the total record count and percent of
records within a specified range of numbers. (Figure 3) This type of information
can help to focus the user’s analysis to a particular set of numbers, whether it is
the range with the most numbers, or the range with the least. Stratify also
provides the highest and lowest records encountered. This can pinpoint the
outliers, or the numbers that are located outside of the highest and lowest
records in the data set.
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Figure 2. Command log view showing results of the Statistics command
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Lowest & 0.25 0.63 0.84 1.00 1.30

n o

start) M@ S BA |[EACL for Win... [¥Microsoft Word RNYLLY 344 PM
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Figure 3. Command log view showing results of the Stratify command

** ACL for Windows Version 7 - [Command Log]

O File Edit Data Analze Sampling Tools Server Window Help =5 x|
IVHE® v EHO ¢V 2E%H &Y ALEY =]

| Project: Material Damage Benford's ACL 13,596 Records | Input File: MARO_Benford_s_Test

ILastHesuIt j S B ¥ v || j

[ STRATIFY ON Indemnity Paid ACCUMULATE Indemnity Paid INTERVALS 10 TO 3CREEN
£<< Graphable Data »»»

Page ... 1 06/18/2003 15:47:09
Produced with ACL by: UTICA NATIONAL INSURANCE

£ STRATIFY over 0.25- 97,724.36 33

xr Ninimm encountered was 0,25

2> Naximm encountered wasz 97,724, 36

Indemnity_Paid COUNT  <£-- % % --» Indemnity
Paid

0.25 == 8,772.66 13397 98.54% 73.45%  10,352,892.77
9,772,687 > 19,545.07 155 1.14% 14.62% 2,0681,273.10
19,545,08 == 29,317, 48 21 0.15% 3.66% 515,505,748
29,317.49 -» 39,089.89 9 0.07%  2.20% 310,065, 62
39,089,590 - 48,862,30 5 0.04%  1.55% 218,883, 53
45,862,31 = 58,634,71 4 0.03%  1.52% 214,856, 50
58,634,72 == 65,407,112 2 0.01% 0,94 132,099, 61
65,407.13 =» 7§,179,53 0 0.00%  0,00% 0,00
78,179, 54 =» 67,951.94 0 0,00% 0,00% 0.00
87,081, 95 == 07,724,36 3 0.02%  2.05% 288,807.64

13596 100.00% 100,00% 14,094,384, 55

ol o

yhstart| W€ S 8@ [RHACL for Win... [¥Microsoft Word QNYLHH 347pM
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Once a confidence level that the data in the original data set was "reasonable,”
based on what was known about the data and what it was expected to look like,
was reached, the next step was to begin filtering and extracting. The first filter
applied to the original data isolated only the records with the Indemnity Paid
value of $20,000.00 or less and records with an Issue Date greater than April 1,
2002. This was accomplished in ACL using the expression box to build the filter
needed. (Figure 4) Once this filter command was executed, the results were
extracted and saved as a separate file, so that a second filter could be
performed, as ACL does not allow multiple filters to be performed on the same
file unless the results are saved to a separate file.

Figure 4. View of expression box showing the Indemnity_Paid filter

“* ACL for Windows Version 7 - [View: Default_View [Data File: MARO Benford's Test.fil]]

Eile Edit Data Analze Sampling Tools Server Window Help _ |8 %]
IPABR vl EHE *v 2E%% H2aE%P | w9
| Project: Material Damage Benford's. ACL 13,596 Records Input File: MARO Benford_s_Test
v % ¢ E| 2
FO|Cutr |IRS Mo Vendor |Claim No. Sub |Loss Date |Type |Cat Indernnity | Draft Issue Date LOB
Adi Code Clm Loss |Code FPaid |Mo.
) K1 0688 K141355408 (001 [08/28M988 (3 [08 42.00 (5664111 [05312001  [1641 N
2 K110G40 0000153061 [001 017132002 |1 09 1,815.08 (6667741 [012172002  [1641
@ 3 110640 NNO0153NA1 N1 044 2nns 11 N4 JRVAR TARBRAAA  (N1I280007 1h41
m 5 K1J0C17 E kpressiol
3 K10F89 i
m 7 11 0F99 ( (= AND Issue Date > 401° ﬂl
] K1|0E18 _ Veiy | Cancel |
L K1 0516 Saveds
I 10 K10C17 j I\ndemnity_FiIler
UL K1[oc17 = -
17 1 G4 Available Fields Functions
13 K1 089 Name | Title a| =0 ADnd + j [ =
14 K10F89 B E
15 K10C17 Cat_... | Cat,Code = | = W] “ | 0 ﬁggl[';“mbe” f d -
B B = = ate < cutoff_date_pywwn——
16 K1[0D45 Claim.... Claim No Date SLLTAN s
17 K1]0F28 curr_... CurmAd n ASCII character | b
18 K1|0F34 . AT( occurence_num , search_|
19 110881 D.raﬁ“ DraftNo. | |Indemnity_Fiker | |BETWEEN] value , min , max |
70 10640 Field.. FO BIT( byte_lacation |
21 K1 0ET6 Indem.... Indemnity ;Paid Eﬁ’éKS[WW”.
- [ byte_location |
gg E} 351859 RS .. RS No. J CO0W( dale , length |
Y ariab CHR[ rumber |
1 k110723 Issue... Issue Date ML CLEAN| strng ¢ estic_invalid_o
% K1 0981 « | A = | |cToD{ el < date_fomal i_nw
26 K1/0Ha0 ; “‘I ,
7 K1 0HEg Fram Input File
28 k1 ]0F27 MARD_Benford_s_Test 'l j ¥ Paste Parameters
29 K1|0Fa9
an K10G73 0000275092 [001 (057231985 (3 (09 160.00 (6652601 (0282001 [1631
31 K110G75 0000275092 [001 (0572371939 (3 |09 41.00 (5653616 020272001 |1631
3z k110673 0000276733 [001 0709999 (3[04 812,50 (5650725 (013172001  [1631
33 K1|0EST 0000276735 |001 [07A13M983 |1 09 BA3.60 (5654075 (03022001  [1631
34 K1 0981 0000276970 [001 0772171993 |1 09 479.00 (5678208 [10AM1/2001  [1631
35 K10ESD 0000278346 (001 077251995 |1 09 260.00 5655498 (03142001 [1641
36 K1 [0Fa9 0000280831 [001 [09/2871983 |1 09 500.00 (5662139 (0512001 [1641
a7 K1 0E16 0000281346 |001 |11/0271998 |1 09 100.00 (5674635 |09i05/2001  |1641
38 K1 [0F02 0000281620 (003 [11/091953 |1 09 110.32 (6652610 (0252001 [1641
39 K1|0F89 0000262029 [001 [11/2011993 |1 09 260.00 (5703658 [07AG2002  |1641
40 K1[0F89 0000282029 |00t [11/20M999 (3 [09 75.00 (3664118 (08312001 [1681
41 K1 0981 0000282152 (001 [11/26M988 (8 |01 40.00 (6949380 (02252000 [1641
47 K1 0F27 0000282376 |001 |11/30/1993 |1 09 1,080.31 [5698412  [05M7/2002  |1631 j

KN A
Rstart| W€ 9@ D [RHACL for Win... |4)Exploring - B...| [ Microsoft Wo..| EMicrosoft Wo..| @NB{® 347 PM
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Using the extracted data from the first filter, a second filter was performed
isolating only the indemnity payments (Type_1) records, and excluding the
expense payments. (Figure 5) Expense payments were excluded in this project
because Benford’'s Law has already been proven successful on this type of data.
The result of the second Filter was 2,773 records. (Figure 6) This data set now
contains only the records that meet the criteria to preserve the unigueness
desired from the onset of this project.

Figure 5. View of expression box issuing the Extract command for
Type_Of Loss=1

File Edit Data Anakze Sampling Tools Server Window Help ==l
ITPHE® ~ | BE Y | m®E% 5 | 82 oam %[ =9
‘ Froject: Material Damage Benford's. ACL 3,325 Records ‘ Input File: Benford_s_Extract_on_Type_Loss_
S A =
H Cat | Claim Mo Curr | Draft FO Indemnity |IRS Mo, Issue Date LOB Loss Date Sub Type |Yendor
Code Adj Mo Paid Clm|Loss |Code
» E 09 [0000897319 |[0HI0 [5654348 K1 72412 0401/2002  [1641 032312002 001 [1 ﬂ
2 08 |0000887487 (0001 (4004241 K 45235 040172002 [1641 0312502002 001 |1
@ 3 [if] 0000897488 0001 (4004707 (K1 s 140711 /2007 AR31 N3 97002 ni i1
4 B3 (0000824319 (0045 |5 - %
. I 83 (0000924332 0045 |57 EeREue
[ B3 |0000824333 0045 |57 n
®| [T 83 |0000824334 0045 |5 ([Tope Diboss="T [ . S
] B3 |0000924335 0045 (@ __ veiy | Concel |
A | g 83 |0000824336 0045 |G Save bs
10 83 |0000534342 0045 |9 =
ol [ B3 |0000824344 (0045 (67—
T 53 (0000923353 (0045 g Availsble Fiskds Furctions
13 830000524360 (0045 |9 [ Name [ Title 3 P R S Y >
14 83 |0000824366 0045 |8 T <> a1+
18 a3 |0000824369 0045 | |Indem.... Indemnity ;Paid 0 I I I [ ) i T I
16 83 |0oD0824376 0045 |7 [IRS_... IRS Mo. T, SLLTRM g
17 83 |0000924383 0045 |87 |ssye. . | Issue Date Floe ASCII| character )
18 83 [000DS24383 0045 |87 [ "nE g Lem AT occurence_num , search_|
19 83 (0000924394 (0045 (97 a BETWEEN( valug , min , max |
30 06 |ooooessasn ons [ge| Loss... |Loss Date BIT| byte_location )
21 09 |0000994061 0557 |56 |Sub .. SubClm gﬁgfgjg“g’;‘;m]
;; gg ggggggg?;z EEIBBWB g: Type... TypeLoss [ - COOW] date lenath )
5 CHR({ number
24 06 [oo00garEss OFar (ot | @90 | VendorCode bt \@::’T'; LA A stra_ vl
25 na |nooosaraad orar [se 4] | 3 = | |CTOD field < date_format_if_n =
26 00 [0000897490 0001 |4t Ol i R
37 08 |0000287760 |0HBG |56
28 09 |0000879595 (0115 [5E | Benford_s_Fstract_on T = LI ¥ Paste Parameters
28 08 |00008857&2 [OFZ7T |5
a0 09 |0000896024 [0F27 (5684711 K1 - I Joze110
Ell 08 |000089615% 0081 [5684717 K1 135.00 [0842867450 |04/03/2002  [1641 [01/25/2002 001 1 [079110
a2 08 |0000896954 (0881 (5684716 K1 1,220.00 |0042067490 04032002 [1641 (03052002 (001 1 (078110
EE] 09 |0000895445 [0F27 |5694714 K1 176.00 [0954455113 |04/03/2002  [1641 [12/24/2001 001 |1 |095999
34 08 |0000895446 [OF27 (5684713 K 560.00 0854455113 0400372002 [1641 [12/26/2001 001 |1 |095999
S 09 |0000895845 [0F27 |5694724 K1 34.00 (0954455113 0403/2002 _ [1631 01/122002 (001 1 [095899
36 08 |00008869%E [0F27 |5684722 K1 480.00 |0854455113 0400372002 [1641 [03/07/2002 001 |1 |085895
37 09 |0000896056 [0HBS [5694761 K1 547.93 04/04/2002  [164101/23/2002 001 1
a8 08 |0000887306 0981 |5684750 K1 935.00 040472002 1641 |03(142002 001 |1
kL] 09 |0000897399 [0E57 (5694813 K 742.20 0404/2002 1631 0242002 001 1
40 09 |0000897402 [0H4Z [5694797 K1 173400 0404/2002  [1641 03(122002 001 1
4 08 |0000887452 [0F27 (5684759 K 404660 040472002 [1641 0312872002 001 |1
42 09 |0000897462 |0E57 |5694706 K1 1035.24 04/04/2002 [1641 03(192002 001 1 |
Al ]

ilstart| W& S 29 ||[EFACL for win... | RN@LEH® 324 PM
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Figure 6. Default_View of final record count to be analyzed using Benford’'s Law

File Edit Data Analyze Sampling Tools Server Window Help mEE]
IVABR® vl EOD | *%9 28% 282 HY38%YE | =9
| Project: Material Damage Benford's ACL 2,773 Records | Input File: INDEMMITY_AND_ALL_OTHER_PYMWTS
v % 7 %l [
) HFO Cur |Claim Mo, |Sub|LOB [ Type Cat Indemnity |Diraft Loss Date Issue Date :
Adj Clm Loss | Code Paid |Mo . _
E I1|0H90 0000897319 (001 [1641 11 09 72412 |5694348 |03/2342002 04r01i2002 | ~
2 110001 0000897487 [001 [1641 1 09 462.35 |4004241 | 037252002 04r01i2002 i —
@ 3 k1(0001 0000897488 001 1631 1 03 77.24 |4004202 031902002 04i01/2002 i
4 K105 0000895450 {001 [1631 1 09 232761 |5694353 [12/23/2001 04r01i2002 .
i 1 (I K1|0ES7 0000894061 {001 [1641 11 09 694.12 |5694587 |10/052001 040272002 '
1] K1]0981 0000896927 [001 [1641 11 09 1,034.09 |5694558 [03/05/2002 040272002 l
M I1|0HBE 0000897194 [001 [1641 1 09 1,563.63 |9694557 [03/14i2002 040272002 '
8 K1|0F27 0000897 366 001 [1641 1 09 2,639.78 9694578 [02/2172002 0410242002 i
A 9 K1|0F27 0000897449 001 [1641 1 09 475.85 |5694591 | 0372242002 040272002 |
10 110001 0000897490001 [1631 1 09 3B9.60 |4004466 | 0372502002 040272002 i
|I| 11 K1|0HB9 0000287760 (001 [1641 1 09 200.00 |5694727 |05/022000 04032002 |
12 K1[015 0000879595 001 1641 |1 04 250.00 |5694707 | 05/092001 04/03/2002 .
13 K1|0F27 0000895782 001 [1631 1 09 160.00 |5694721 0171142002 04032002 '
14 K1|0F27 0000896024 [001 [1641 11 09 30.00 (5694711 |01/232002 04032002 l
15 K1]0981 0000896158 [001 [1641 11 09 135.00 |5694717 |01/2502002 04032002 '
18 k1 (0981 0000896954 |001 1641 1 JIE] 1,220.00 | 5694716 [03/058/2002 04i03/2002 ]
17 K1|0F27 0000895445 001 [1641 11 09 176.00 |5694715 127242001 04032002 |
18 K1|0F27 0000895446 001 [1641 1 09 SB0.00 |5694713 |12/26i2001 04032002 i
19 K1|0F27 0000895845 001 [1631 1 09 34.00 (5694725 | 0111202002 04032002 |
20 K1|0F27 0000896988 [001 [1641 1 09 4B0.00 |5694722 |03/0742002 040372002 |
pil I1|0HBE 0000896056 [001 [1641 11 09 547.93 |5694761 | 0172342002 04M4i2002 '
22 110981 0000897306 001 [1641 1 09 985.00 |5694750 | 031142002 04M4i2002 l
23 IK1|0EST 0000897399 001 [1631 1 09 742.20 |5694813 | 037242002 04M4i2002 '
24 K1|0H42 0000897402 001 [1641 1 09 1,734.00 5694797 (03122002 0410442002 ]
25 K1|0F27 0000897452 001 [1641 11 09 4,046.80 |5694759 [03/28/2002 04M4i2002 j
26 K1|0EST 0000897462 001 [1641 1 09 1,035.24 5694796 (03182002 04M4i2002 i
27 K1|0EST 00008975145 (001 [1641 11 09 369.60 |5694821 | 0201942002 04M4i2002 |
28 110001 0000897543 001 [1631 1 09 439.00 |3992873 | 037222002 04M4i2002 .
29 K1[0G31 0000895394 |005 1641 |1 04 1,248.00 9694887 (1272002001 04i05/2002 !
a0 IK1|0F89 0000896124 [001 [1641 11 09 191.46 |5694868 |01/26/2002 04052002 l
il 11]0001 0000897580 (001 [1631 1 09 456.20 |4004135 | 0311042002 04052002 '
a2 IK1|0HBS 0000893796 [001 [1641 11 09 189.99 |5694878 |09/28i2001 0410562002 i
KX k1 |0H30 0000896402 1003 1631 1 03 140.39 |5694894 |02/06/2002 04i05/2002 i
34 K1|0H70 0000896423 003 [1631 1 09 421.06 |5694891 | 02/07i2002 04052002 i
35 K1|0F27 0000896591 [002 [1631 1 09 518.27 |5694879 | 021242002 04052002 |
el K1|0F27 0000896627 [002 1631 1 09 482.22 |5694832 021702002 04052002 .
37 K1]0981 0000896761 {001 [1641 1 09 6,100.00 |5694944 [02/18/2002 0408i2002 !
38 I1|0H90 0000897514 {001 [1641 11 09 1,244.30 5694945 |03/2512002 04082002 l
39 IK1|0F89 0000896371 {004 [1631 1 09 G00.00 |5694982 |01/0142002 04082002 '
40 K1|0H70 0000897250 {001 [1641 11 09 419.71 |5694980 | 0311672002 0410842002 ]
H IK1|0HBS 0000871649 (001 [1631 1 09 33.34 5695136 |08/222000 04092002 |
42 IK1|0H42 0000876433 001 [1641 1 09 260.00 |5695128 | 0172142001 04092002 i
43 K105 0000895924 [001 [1631 1 09 2,008.56 5695053 [12M10/2001 04092002 |
44 K1I0E16 (0000896818 1001 (1641 11 09 16.094 41 15695151 10272502002 040972002 !

In an attempt to obtain the correct parameters for the data set, one more
obstacle had to be overcome prior to conducting the Benford’s analysis. The
numbers found in the Indemnity Paid column reflect the amount of damage to the
vehicles, less the insured’s deductible. This scenario presents two problems.
First, for the purpose of this project it would not be beneficial to include low-
dollar figures in the data set for review. Not including the deductibles creates this
problem. In regards to automobile physical damage payments, genuinely low
value amounts may reflect a mis-coded payment for example, which is a valuable
finding, but would not be relevant to the ultimate mission of fraud detection.
Second, if payments were reviewed with the deductibles removed, this would not
be an accurate reflection of the total amount of damage, and would skew the
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results of the Benford’s analysis. Simply, the analysis would not include the total
amount of damage if the deductibles were excluded.

In order to remedy this, and present the most accurate Benford analysis possible,
a computed field was constructed within the data. This field added the deductible
back into the Indemnity Paid amount. (Figure 7) All deductibles were figured at
$200.00, because that is the company standard deductible at UNIG. The
company standard deductible is calculated, because policy premiums are figured
with a $200.00 collision and comprehensive deductible, and the premium amount
is adjusted up or down if the insured requests any other amount as their
deductible. If the insured chooses to accept more of the risk and increase their
deductible amount, than his premium will be lowered, and vice versa.

Figure 7 represents the data set the Benford’s Law analysis will be performed on.
The Benford’s Law command will be executed on the Indemnity + Deduct column
for the most accurate analysis.

Figure 7. Default_View of company standard deductible added back into the
Indemnity Paid column

" ACL for Windows Version 7 - [View: Default_View [Data File: INDEMNITY AND ALL OTHER PYMTS.FIL]]

43 K1]0MS 0000895924 (001 [1631 09 2,008.56 5695053 | 120102001 04/08r2002

File Edit Data Analze Sampling Tools Server Window Help mEES
IPHE R el EHE Y9 | 2@% HEL Y AB%Y =
| Project: Material Damage Benford's. AGL 2,773 Records ‘ Input File: INDEMRNITY_AND_ALL_OTHER_PYMTS

v % oA k| k2

FO/Curr  |Claim Mo,  |Bub|LOB |Type |Cat Indemnity PR B IEY Dratt Loss Date Issue Date :

Adj Clm Loss |Code Paid Ma. .
m K1 |0HS0 00008973149 001 1641 1 04 72412 5644348 | 0372372002 04/01¢2002 | o
2 k10001 |0000897487 (001 1641 1 04 45235 4004241 | 0372502002 04/0172002 | —

@ 3 k10001 |0000897488 (001 1631 1 04 77.24 4004202 |031 872002 04/01¢2002 |

4 k10114  |0000895450 (001 [1631 |1 09 232761 : 5694353 1272372001 04/01/2002 .

i k1|0ES7 0000894061 |001 1641 1 04 59412 5644587 |10/05r2001 04/02¢2002 '

fi k10981 |0000B96Y27 (001 1641 1 04 1,034.09 1 5644558 |03/052002 04/02¢2002 !

&7 K1|0HEE 00008971594 (001 1641 1 04 1,863.63 1 5644557 | 0301412002 04/02¢2002 '

[ k1|0F27 0000897366 |001 1641 1 04 2639.78 5694578 |0272172002 04/02¢2002 ]

a ] K1 |0F27 0000897444 001 1641 1 04 475.85 5644591 | 0372272002 04/02¢2002 |

10 k10001 |00008974590 (001 11631 1 04 380.60 4004466 | 037252002 04/0272002 |

|I| 11 K1 |0HES 0000287760001 1641 1 04 200.00 5644727 |05/02/2000 04/032002 |

12 k1|05 |0000879555 (001 1641 1 04 250.00 5644707 |05/08r2001 04/032002 .

13 k1 |0F27 0000895782 (001 1631 1 04 150.00 5644721 | 0171172002 04/032002 '

14 K1|0F27 |00O0B96024 (001 1641 1 04 30.00 5644711 |01/23r2002 04/032002 !

15 k10981 |0000896158 |001 1641 1 04 135.00 5644717 |01/25/2002 04/032002 '

16 k10981 0000896954 |001 1641 1 04 1,220.00 1 5694716 |03/052002 04/032002 ]

17 K1|0F27 0000895445 (001 1641 1 04 176.00 5694714 1272412001 04/032002 |

18 K1 |0F27 0000895446 |001 1641 1 04 580.00 5694713 1212652001 04/0372002 |

19 K1|0F27 0000895545 (001 1631 1 04 34.00 I 5694725 (01/1262002 04/032002 |

i} K1|0F27 000089693 |001 1641 1 04 480.00 5644722 |03/07r2002 04/032002 .

il k1|0HEE 0000896056 |001 1641 1 04 547.93 5644761 |01/23r2002 04/04¢2002 '

12 k10981 0000897306 |001 1641 1 04 985.00 1 5644750 | 0301412002 04/04¢2002 !

3 k1|0ES7 00008973598 (001 1631 1 04 742.20 5644813 | 0372412002 04/04¢2002 '

24 K1 |0H42 0000897402 |001 1641 1 04 1,734.00 1 5694797 |0311 2f2002 04/04¢2002 ]

25 K1 |OF27 0000897452 (001 [1641 |1 09 4,046.80 5694759 |03/28/2002 04/04f2002 ]

26 k1|0EST |0000897462 (001 1641 1 04 1,035.24 1 5644796 | 03182002 04/042002 |

ik k1|0EST 0000897515001 1641 1 04 360.60 5644821 | 021872002 04/04¢2002 |

i} k10001 |0000897543 (001 1631 1 04 439.00 3992873 | 0372202002 04/04¢2002 .

29 k1|0G31 00008953594 (005 1641 1 04 1,248.00 1 5644887 1272002001 04/05¢2002 '

30 k1|0F85 0000896124 (001 1641 1 04 191.46 5644868 |01/262002 04/05¢2002 !

il k10001 |0000897580 (001 1631 1 04 456.20 4004135 031002002 04/05¢2002 '

32 k1 |0HEE 0000893796 |001 1641 1 04 180.99 5694878 |09/2872001 04/05¢2002 ]

i} K1 |0HS0 0000896402 |003 1631 1 04 140.35 5644894 |02/06/2002 04/05¢2002 |

34 K1 |0HTO |0000896423 (003 1631 1 04 421.06 5644891 |02/07r2002 04/05r2002 |

i) K1|0F27 0000896591 |002 1631 1 04 518.27 5644878 |0201 272002 04/05¢2002 |

36 K1 |0F27 |00O0B9EE2ZT (002 1631 1 04 492.22 5644832 021712002 04/05¢2002 .

k1 k10981 |000O0B96TET (001 1641 1 04 §,100.00 5644944 0201872002 04/08¢2002 '

3 K1 |0HS0 00008974514 (001 1641 1 04 1,244.30 1 56449445 | 037252002 04/08¢2002 !

34 k1|0F35 0000896371 (004 1631 1 04 500.00 5644982 |01/01/2002 04/08¢2002 '

40 K1 |0HTO 0000897250 (001 1641 1 04 419.71 5694980 | 031162002 04/08¢2002 ]

41 k1 |0HES 00008716449 |001 1631 1 04 3334 5645136 | 0872272000 04/09¢2002 |

42 k1|0H42 0000876433 |001 1641 1 04 250.00 I 5695128 (0172172001 04/09¢2002 i

1 1

1 T

44 K1I0E16 0000896818 1001 11641 09 16.094.41 G695151 102/25/2002 04/08r2002
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Benford’s Analysis

One Leading Digit Analysis

The first Benford’s test on the data set was conducted using 1 leading digit,
included upper and lower bounds, and executed the command on the Indemnity
+ Deductible column. (Figure 8) The result of this analysis is displayed in the
command log window. (Figure 9) Limiting the Benford’s command to the first digit
does not produce an efficient analysis. Using 1 leading digit is considered a high
level test (unfocused), and should not be used to select audit targets for follow
up. (Nigrini, 2000) Further proof that the first digit analysis is ineffective was
apparent when the results of the analysis were reviewed and the author tried to
isolate the records the Benford’s command identified as needing further review
based on the highest Z-stats. The isolation of the highest Z-stat numbers
produced far too many records to review, thus defeating the purpose of using
Benford’s Law. For example, the isolation of the records with the leading digit of
‘1’, which showed a Z-stat of 5.931, produced 619 records for review.

The first digit test is effective in reasonably determining if the data conforms to
Benford’s Law. This is best seen in the graph of the first digit analysis results.
(Figure 10) If the data follows the traditional Benford’s Law, that is, the first digit
frequencies run in descending order from 1-9, then the user can be comfortable
that his data relatively conforms to Benford’s Law. Once that determination is
made, the user can then proceed with the more detailed analysis.

As seen in Figure 10, the data does appear to conform to Benford's Law.
Therefore, the project can proceed onto the second and final analysis. The
Benford’'s Law command will be executed using the first 2 leading digits (F2D),
including the upper and lower bounds.

For several reasons, it was decided to end the project after the first F2D analysis
of Benford’'s Law. First, to execute analyses beyond the F2D would detract from
the understanding of the results. Multiple digit analyses would provide too much
information and would create a problem in trying to explain the results effectively.
Second, based on a conversation with an expert in the field of Benford’s Law,
and the research completed, analyzing the F2Ds using Benford’s Law is the most
effective analysis based on the data for this project. (B. Busta, personal
communication, August 16, 2003) The reason behind this statement is that the
numbers rarely extend beyond 5 places before the decimal. Last, in conjunction
with providing too much information, it is important to discuss the further analysis
needed to “drill down deeper™ into the isolated records identified by using
Benford’s Law.
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Figure 8. View of expression box used to issue the "Benford” command. Analysis
of one leading digit was used and “Benford’s” was applied to Indemn_Deduct
column.
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Figure 9. Command log view showing the results of the ‘Benford’ command using
one leading digit
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Figure 10. Graphed results of the one leading digit Benford’s analysis
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Two Leading Digit Analysis

Using the Benford command box, the command on the Indemnity + Deductible
column was issued using the F2D, and including upper and lower bounds.
(Figure 11) The result of this analysis can be seen in the command log window.
(Figure 12a,b, c) The F2D analysis resulted in six 2-digit numbers with significant
Z-stats. All six of them were greater than 3.4. Two out of the six numbers actually
fell below the lower bound, and four were significantly higher than the upper
bound. Numbers located below the lower bound can be just as important as
numbers located above the upper bound when attempting to detect fraud. Both of
these sets of numbers are considered outliers, or significantly higher or lower
than the expected upper most or lower most tolerated numbers.

The numbers identified as needing further review by using the Benford’s
command are as follows: “45,” “52,” “70,” and “80” and are located above the
upper bound; “13™ and “19” are located below the lower bound. The results of the
analysis are displayed in Figure 13.
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Figure 11. Expression box showing the Benford’s command using two leading
digits issued on the Indemn_Deduct column

File Edit Data Anakze Sampling Tools Server Window Help -1=1x|
IPHER @ BEE Y =@ %% s S 8m R aq
‘ Project: Material Damage Benford's ACL 3 Records | Input File: INDEMNITY_AND_ALL OTHER_PYMTS
7 % 7 ¥ ]
H FO Curr  |Claim Mo Sub LOB Type GCat Indermnity | Indemn + Deduct Draft Loss Date Issue Date !
Adj Clm Loss Code Paid Mo I
o) E K1[0HA0 (0000897318 (001 [1641 1 |09 72412 924.12[5694348 |03/232002__ |04i01/2002 | -
2 K1[0001 |OO00B97487 (007 (1641 1 |09 15235 652.36 4004241 [0%/262002 040172002 i
N K1|0001 |0000897488 (001 [1631 1 |08 7724 27724 (4004202 037182002 0400172002 :
4 K[OS5 |0000895450 (007 (1631 1 |09 2,327 61 2527 61 |3694353 127232001 04/01/2002 !
. W KT|OE57 (0000884061 (00T [1641 1 |09 = 0212002 ]
[ K1|0981 |0000896827 (0071641 1 |08 _tuzmuuz '
2 o0 KT|0HEE (0000897194 (007 [1641 1 |09 0212002 '
a K1[0F27 (0000897366 (001 [1641 1 03 Main |M°fe | Qutput | i0zr2002 J
A g KCT[OF27 |0000897448(007 (1641 1 |09 0272002 ]
K1|0001 |0000897480 (001 16311 |08 Benford O, | 022002 .
KT|0HE9 [00002E7760 007 (1641 1 |09 0372002 ;
KT[0f5 (0000878585001 [1641 1 |04 Indemn___Deduct | = 032002 0
KCT|OF27 |0000895782 (00716311 |09 i03/2002 i
KT|0F27 (0000896024 (007 [1641 1 |09 032002 '
K1|08681 |0000896158 001 (1641 1 0@ i03/2002 '
KT[0981 |0000B96954 (007 [1641 1 |09 (0372002 ]
KT|0F27 |0000895445 (001 (1641 1 |09 (it L s 2 032002 i
KT[0F27 |0000895446 (007 (1641 1 |09 0372002 i
KT|0F27 |0000895845 (001 (1631 1 |08 m | i03/2002 :
KCT[OF27 |O0O00BY6Y8E (007 (1641 1 |09 £ 0372002 !
KT|0HE8 |0000896056 (00T [1641 1 |09 0412002 ]
K1|0981 |0000887306 (007 (1641 1 |08 ; in4/2002 '
KT|OEG7 (0000897398 (007 (1631 1 |09 0412002 '
K1|0H42 |0000897402 001 (1641 1 |09 (042002 '
KCT[OF27 |0000B97452 007 [1641 1 |09 0472002 ]
KT|0ES7 |0000897462 (001 (1641 1 |09 i04/2002 i
KT|OEAT (0000897516 (007 (1641 1 |09 0472002 ;
K7(0001 (0000897543 (001 1631 1 [0@ 0412002 0
K1|0G31 |0000895384 (005 [1841 108 O o feb | Jioszo02 :
KT|0FB3 (0000896124 007 [1641 1 |09 05/2002 '
K1|0001 |0000887580 (001 (16311 |08 456.20 656.20 (4004135 |03/102002  |04/05/2002 '
KT|0HE8 [0000892796 (007 [1641 1 |09 189.89 389,50 (5654878 |09/28r2001 04/05/2002 ]
K1|0HA0 |0000896402 (0031631 1 |09 140,35 340.35 5694894 027062002 |04/05/2002 j
KT[OH70 [0000896422 (0031631 1 |09 171.08 621.06 5694891 020772002 04052002 i
K1|0F27 |0000896581 (0021631 1 |04 51827 718.27 (5694879 027122002 |04/05/2002 :
KCT[OF27 |0000B96627 (0021631 1 |09 192.22 69222 3694832 021772002 |04/05/2002 !
K7|0881 (0000896761 (00T [1641 1 |09 6,100.00 §300.00 (5694544 |02/182002  |04/08/2002 ]
K1|0H90 |0000887514 (007 (1641 1 |08 1,244.30 1444.30 (5694845 |03/252002  |04/068/2002 '
KT|0F8Y (0000896371 (0041631 1 |09 600.00 B00.00 (5694982 |01/01/2002  |04/08/2002 '
K1|0H70 |0000897250 001 [1641 1 |09 41a.71 61971 (5694960 031162002 |04i068/2002 :
KT|0HE9 (0000871648007 [1631 1 |09 33.34 233.34 5695136 |08/222000 040972002 ]
K1|0H42 |0000876433 (007 [1641 1 |08 250.00 450.00 (5695128 |01/2172001 04/08/2002 i |

o
|Hewad |[EAcL for win... | R@MNEH® 8:30 M

Www.jecm.org 24



Journal of Economic Crime Management Winter 2005, VVolume 3, Issue 1

Figure 12a. Command log view showing the results of the two leading digit
Benford’s analysis
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Figure 12b. Command log view showing the results of the two leading digit
Benford’s analysis continued
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Figure 12c. Command log view showing the results of the two leading digit
Benford’s analysis continued
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Figure 13. Graphed results of the two leading digit Benford’s analysis
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Once the “target groups,” or the 2-digit numbers identified by the Benford
analysis, are determined, the next step is to isolate each 2-digit number into
individual data sets so further analysis can be conducted. Administering a filter
using the LEADING function within the filter dialogue box (Figure 14) completes
the task of isolating these figures. The LEADING function allows the user to
determine what variable (ex. Indemnity + Deductible), number of leading digits,
and the specific digits (ex. “45™) he wants to isolate. After the LEADING function
is run and the wanted records are isolated, the next logical step is for the user to
extract the data and save it to a separate file. Saving the isolated data to a
separate file affords the user the ability to perform further analysis, working
toward the ultimate goal of reducing the records to a workable number in order to
identify fraudulent transactions.
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The F2D analysis provided more useful “target groups” than the 1-digit analysis.
The six “target group” numbers that were isolated into individual data sets ranged
from a low record count of 36 records, to a high of 62. Although these data sets
are much more manageable for a review, they still need more filtering. If all of the
records identified by the Benford’s analysis were reviewed, the amount would be
273 records; a number too cumbersome to review efficiently.

Figure 14. Expression box showing the filter used to extract the target group
having "45™ as the two leading digits
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Post-Benford’'s Analysis

It is not enough to identify specific data sets of records that show the anomalies.
Further analysis has to be conducted on those records in order to assess their
value in the overall fraud detection process. Further analysis is also necessary to
reduce the number of records in the target groups. The Benford’s analysis was
able to reduce the number of records from 2,773 to 273, or approximately 10% of
the analyzed data set. The 273 records were extracted into six different target
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groups based on the leading 2-digits. At this point, the individual target groups
are ready for further review.

Although reviewing 273 records is much better than 2,773 records, in the scope
of reviewing automobile physical damage insurance claim files, it is still almost
impossible to review 273 files thoroughly and in an acceptable timeframe.
Therefore, the user must visually inspect the target group data and decide what
further analysis is needed to obtain only the important or suspect records. The
further analysis conducted will be subjective in nature. Based on his intent and
perceptions, the user will determine the most effective analysis.

The post-Benford’s analysis was somewhat disappointing. It revealed some
additional shortcomings related to deploying the Benford’'s Law analysis on the
data chosen for this project. Some form of further analysis was performed on
each target group (Leading 2-digits of “13,” “19,” “45,” “52,” “70,” and “80”)
identified by the Benford’s Law analysis. Although 273 records in total were
isolated for further review, a spot-check of the records identified by the further
analysis resulted in no significant findings. It is important to reiterate that not all
records were reviewed and suspect or fraudulent transactions may be residing in
the data that was not reviewed, and therefore may remain undetected.

The first test conducted was to filter transactions by the current adjuster code
and review the amount of payments made by that adjuster. The theory behind
this analysis was to detect adjusters that may be making the majority of
payments just below their authority level, or splitting large payments to ensure
they fall below their authority level. If the payments are below the adjuster’s
authority level, the adjuster does not need a supervisor’'s approval to make the
payment, and has a much better chance of hiding a fraudulent payment. This
review did not reveal any significant findings.

The majority of transactions reviewed were well below the authority level of the
adjuster making the payment, and the transactions that were above the
adjuster’s authority had the proper authorization. Splitting of payments to avoid
supervisor approval was also not found.

Three of the six target groups showed excessive records that contained exact
dollar amounts. For example, the target group with the 2 leading digits of “80”
showed 20 out of 26 records being 800.00. The target group with the 2 leading
digits of “70” showed 20 out of 36 records being 700.00, and the target group
with the 2 leading digits of “45” showed 30 out of 52 records being exactly
450.00. Exact dollar amount in automobile physical damage claim payments,
other than total loss claims, are rare, especially in the volume that was present in
these three groups of numbers. However, further review of the records with the
exact dollar amounts showed a major shortcoming in the data that was being
reviewed.
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The records within the target groups with the 2 leading digits of “45” and “70”
should have not been in those groups in the first place. These transactions were
the reimbursement of the insured’s deductible as a result of subrogation.
(Subrogation is the process where an insured uses their own physical damage
coverage to pay for damage to the insured vehicle, even though another party is
at fault for the loss.) Therefore, adding the company standard deductible back
into the initial transaction is incorrect. By adding the company standard $200.00
deductible to the payments made, the records were actually moved to a target
group in which they did not belong. The 2 leading digits of “45” should have
actually been “25,” and so forth. The company then attempts to collect, or
subrogate, the at-fault party to recoup the money they paid to repair the insured
vehicle, along with the insured’s deductible. If the company is successful in
recovering the money from the at-fault party, the insured is issued their
deductible back based on the amount and percentage of recovery. The
transactions identified in these two groups were a result of successful
subrogation.

In addition, the subrogation issue creates an integrity problem within the data set.
In short, the transactions in the two groups were not actually first party physical
damage payments and should not be included in the data set for this project
based on the criteria chosen for the records to review.

Another integrity problem that was overlooked when setting the criteria and
choosing the records for review was found in relation to the records residing in
the target group with 2 leading digits of “80.” Twenty out of twenty-six records in
this target group were exactly 800.00, which was suspicious enough to trigger a
closer look. As it turns out, these records were the result of rental car expenses
that were paid on behalf of the insureds while their vehicles were in for repair.
The actual payment amounts were 600.00, which is the maximum amount of the
rental coverage, but they became 800.00 when the company standard deductible
was mistakenly added into the payment amount. These transactions were placed
in an incorrect target group because of the deductible scenario, but more
importantly, should have not been reviewed because they are not physical
damage payments.

To restate the obvious, the transactions from the above mentioned three targets

would most likely still have caused anomalies during the Benford’s Law analysis,
but at different 2 leading digit numbers (“25” instead of “45,” etc.). None of these

transactions should have been included in the review because they are not first-

party automobile physical damage payments. This problem was unanticipated by
the author, and not easily overcome.

The entire further analysis and spot checking records that were identified as
target groups resulted in one record, or claim file, that may be suspicious. The
claim file contained a large supplement (additional payment) for additional
damage to the insured vehicle. This additional damaged was not noted on the
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original appraisal, and therefore, the legitimacy of the payment becomes
guestionable. The adjuster did not identify whom the supplement was sent by,
body shop or insured, and the insured stated that they sold the vehicle to a
dealership after the accident before any repairs were completed. In this case,
neither the insured nor the dealership that bought the insured vehicle is entitled
to any additional payment. The combination of unsupported supplement and the
vehicle being sold prior to repair certainly brings this file into an unfavorable light.

Discussion

Although the results of this research were not as successful as anticipated, some
very valuable lessons were learned regarding the use of digital analysis to review
first-party automobile physical damage claim payments.

Truly “knowing” the data intended for review is probably the most important
lessoned learned. Prior to deploying the Benford’s analysis on the selected data,
the author was confident that the data set remaining after all of the pre-analysis
work was complete, was as close to the ideal data set as possible, with no
extraneous data. As it turns out, that was not the case. Deductible
reimbursements, as a result of subrogation efforts, and rental reimbursement
payments were both included in the review. Neither of these records should have
been reviewed based on the criteria established by the author for this project.
These payments are both made under the collision (1641) and comprehensive
(1631) lines of business, which were part of the criteria, and therefore, were not
filtered out during the pre-analysis work. The reason that they are paid under
these lines of business is that they both result from an automobile physical
damage claim. The subrogation recoveries are due to reimbursement from the
at-fault party involved in an accident, and the rental car payments are made
based on temporary transportation needed by the insured while their vehicle is
being repaired after an accident.

The best way to handle this problem is to spot-check the exact dollar amount
payments to ensure they are a result of one of these two problems, note that fact,
and move forward with the review. It would be too difficult, time consuming, and
not important enough to remove the company standard deductible from these
transactions. Removing the deductible amounts from these transactions would
only move the records to the correct first 2-digit groups and show anomalies
within those groups, but would not provide substantial benefit to the analysis.

Another significant lesson learned is that using Benford’s Law on first-party
automobile physical damage claim payments does not provide an outcome as
specific as the author anticipated. A Benford’s analysis identifies target groups
requiring further review, but does not eliminate the need for multiple individual
claim file reviews to prove or disprove the presence of fraudulent claim activity.
The author was hopeful that the samples identified by the analysis would consist
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of smaller, more manageable data sets than the sets that resulted. Therefore, the
Benford’s analysis did not limit individual claim file reviews to the extent
expected.

The strength in conducting the Benford analysis was demonstrated by its ability
to reduce the number of records in the original data set from 2,773 to 273
identified as needing further review. The ability of reducing the sample size by a
focused, analytical analysis using Benford’s Law could be crucial to an effective
audit or investigation. Some of the more common ways used to decrease sample
size would include: random sampling using a pre-determined number of records,
restricting the time-frame of the review, or setting dollar amounts on the records
to be reviewed. All of these tools may be effective in reducing the number of
records in a sample, but Benford’s Law accomplishes the reduction in records by
isolating irregularities in the data. In essence, Benford’'s Law reduces sample
size by identifying records that are suspicious because of their irregularities
compared to the rest of the data, which provides a more relevant way to reduce
sample size.

The other advantage of this project is the knowledge that was gained regarding
the complexity involved when conducting a digital analysis. The analysis on the
selected data did not conclude with the deployment of Benford’s Law. After the
Benford’s analysis was complete, the records identified as anomalies had to be
extracted to individual files based on the leading 2-digits in order to perform filters
on that data. Next, for the further analysis portion, the data had to be filtered by
adjuster code to detect any suspicious patterns or problems per individual
adjuster regarding claim payments. Then, the adjuster’s authority level needed to
be verified. This was necessary because if the adjuster was suspected of making
payments just below this level to avoid a supervisory review of the payments, it
could be proven. Last, if a potential problem arose, it was necessary to review
the individual claim file remarks and documentation to finalize the investigation.
As this example shows, a digital analysis consists of multiple steps both before
deploying the actual type of analysis chosen and after the analysis. While the pre
and post analysis work can be extremely time consuming, it is necessary to
obtain accurate results.

Having said that, more detailed work within the target groups identified by the
Benford’s analysis may have been advantageous to the fraud detection mission
of this project. Common characteristics within a target group could uncover
suspect activity or improper claim handling. A generic example of this type of
activity would be if a particular adjuster, or office, proved to be responsible for the
majority of payments related to one of the target groups identified. This “paring”
down of the results would help to focus the analysis to an individual or office. (B.
Busta, personal communication, October, 3 2003)

This research provides a good starting point for a company looking for a unique
tool to assist with the automation of their automobile, or possibly any other, claim
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file review for possible fraudulent activity. The criteria chosen to obtain the data
set is certainly not the only criteria that can be implemented when using
Benford’s Law. As a matter of fact, the challenges encountered relating to
subrogation reimbursements, and rental car reimbursements may have proven
that first-party automobile insurance claim payments are among the least
effective records to use when implementing Benford’s Law.

Additional areas of insurance claim payments, other than first-party automobile
physical damage, should be researched to determine the effectiveness of using
Benford’s Law to identify number irregularities and ultimately fraudulent claim
activity. This project proved that Benford's Law identified number irregularities in
the data set analyzed, and therefore, the law may be as applicable, if not more
S0, to other areas of insurance claim payments.

To conclude, the advantage of utilizing Benford’s Law is that it provides an
expected distribution to make a comparison to with the selected data. The
problems associated with reviewing the selected data are policy limits and high
numbers of duplication with payments such as rental or tow payments that, if
coded incorrectly will appear as target payments when actually they are not.
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